THIS AGREEMENT is dated 								[]
PARTIES:	Comment by Rayhaan Vankalwala: BW Note: Please insert party details as you would for any other agreement (including company/charity numbers as appropriate).
[Insert name of party], with its registered office at [insert registered address]
[Insert name of party], with its registered office at [insert registered address]
[Insert name of party], with its registered office at [insert registered address]
(each a “party” and together the “parties”).

BACKGROUND
1. The parties are working together to establish a consortium to enable the parties to jointly apply for funding from Arts Council England and to establish and operate as the Hub Lead Organisation for the [x] Music Hub ([include area of Music Hub]) (the “HLO”), in accordance with a separate Partnership Agreement between them.
1. The HLO (as part of leading the [x] Music Hub) will facilitate the delivery of services (including, but not limited to, music services) across the across the delivery areas of the parties, including joint events and programmes carried out by the parties together.
1. The terms of this agreement apply to processing of personal data carried out by the parties for the purpose of carrying out joint events and programmes, to collect and share personal data as requested by Arts Council England, to provide services (whether jointly or separately) as well as any other joint activities carried out by the parties as part of the HLO, whether such personal data is processed at the date of the agreement or shared afterwards.

Interpretation 
The terms and expressions set out in this agreement shall have the following meanings:
	"controller", “data subjects”, “personal data”, “process”, “processed”, "processing" and “processor”
	shall have the meanings given to them in the UK GDPR; 

	“Data Protection Contact” 
	means an individual appointed by a party in accordance with clause 11 and as set out in Schedule 1 to this agreement; 

	“Data Protection Legislation” 
	means, as applicable, (i) the General Data Protection Regulation as saved into UK domestic law (the “UK GDPR”), (ii) the UK Data Protection Act 2018, (iii) the Privacy and Electronic Communications Regulations 2003 and (iv) all other applicable laws relating to the processing or protection of personal data and privacy, (each as amended, updated and superseded from time to time); 

	“Data Security Breach”
	[bookmark: _Toc78897794]means a breach or breaches of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, Protected Data;

	“Data Subject Request” 
	[bookmark: _Toc78897798]means an actual or purported request, notice or complaint made by, or on behalf of, a data subject in exercise of their rights under Data Protection Legislation relating to their Protected Data; 

	“Joint Event Data”
	means any personal data to be processed by the parties in relation to attendees of joint events, programmes or other activities carried out by the parties as part of the HLO and/or the [x] Music Hub (including parents or guardians of such attendees), as described in Schedule 1 to this agreement;  

	“Partnership Agreement”
	means the separate Partnership Agreement between the parties under which the parties set out their key rights and responsibilities in relation to the establishment and operation of the HLO; 

	“Protected Data”
	means the Joint Event Data and the Staff Data; and

	“Staff Data” 
	means personal data of the staff of the parties that is processed by the parties in order to cooperate and/or otherwise comply with their respective obligations under this agreement or the Partnership Agreement, as described in Schedule 1 to this agreement.


Status of the parties 
The parties acknowledge and agree that the relationship between them pursuant to this agreement is not intended to constitute that of a controller and a processor, and that for the purposes of the Data Protection Legislation the parties shall be: 
joint controllers with respect to Joint Event Data; and 
independent controllers with respect to Staff Data, 
as described further in Schedule 1 to this agreement. 
Compliance with Data Protection Legislation
Each party shall comply with its respective obligations under the Data Protection Legislation which arise in connection with its processing of the Protected Data under this agreement, and no party shall by any act or omission knowingly cause any other party to be in breach of that other party’s obligations under the Data Protection Legislation.
Without prejudice to the generality of clause 3.1:
each party shall ensure that it has lawful grounds under the Data Protection Legislation for the processing of the Protected Data; and
neither party shall engage a processor (or any replacement) to carry out any processing activities in respect of the Protected Data without entering into binding terms with that processor which satisfy the requirements of the Data Protection Legislation.
Where the parties act as joint controllers of Protected Data, each party shall ensure that it provides any affected data subjects (i.e. any data subjects about whom that party collects Protected Data) with transparency information regarding the processing of data subjects’ Protected Data in accordance with the Data Protection Legislation via a privacy notice which sets out: 
the roles and responsibilities of the parties, as joint controllers;
how a data subject can exercise their rights; 
(if applicable) the fact that the parties acting as joint controllers will share the Protected Data with other parties; and
a primary point of contact (whether for one party or each party acting as joint controllers).
Each party shall ensure that the affected data subjects (as described in clause 3.3 above) are notified of any changes to (i) the roles and responsibilities of the parties; and/or (ii) the point(s) of contact.
Handling of Protected Data 
Each party agrees as follows in respect of the Protected Data:
each party will implement appropriate technical and organisational measures to safeguard the Protected Data against any Data Security Breach. Such measures shall be proportionate to the harm which might result from any such Data Security Breach (and having regard to the nature of the Protected Data in question);
each party will only access the Protected Data that it obtains from another party to the extent necessary for the purpose set out in Schedule 1 and in accordance with this agreement, except with the prior written agreement of the other parties; 
each party will use reasonable efforts to ensure the Protected Data that it processes is kept accurate and up to date; 
each party will ensure that its staff are properly trained and are aware of their responsibilities for any Protected Data that they have access to;
each party will promptly notify any other party (within at least two (2) working days) if it receives a complaint or request relating to that other party’s obligations under the Data Protection Legislation (other than a Data Subject Request, which is addressed in clause 5 below);  
on receipt of a notice under clause 4.1.5, each party will provide the other party (or parties) with full co-operation and assistance in relation to any such complaint or request. 
[bookmark: _Ref24458587]Data Subject Requests
Each party shall promptly notify the other parties on receipt of a Data Subject Request.
[bookmark: _Ref451253882]Each party agrees that: 
the Data Subject Request will be dealt with by the party in receipt of the Data Subject Request; 
such party will respond to the Data Subject Request adequately and in accordance with the Data Protection Legislation; and 
the other parties will provide all reasonable co-operation and assistance in relation to any Data Subject Request to enable the party in receipt of the Data Subject Request to comply with it within the relevant timescale set out in the Data Protection Legislation.
International data transfers
No party shall transfer the Protected Data to any country outside the UK, unless that party ensures that (as required to comply with applicable Data Protection Legislation):
the transfer is to a country to which the Secretary of State has permitted the free flow of personal data; 
there are appropriate safeguards in place as required by the Data Protection Legislation; or
it can rely on a derogation from the relevant obligations under the applicable Data Protection Legislation.
[bookmark: _Ref30584886]Data Security Breaches
If a Data Security Breach occurs, the party which becomes aware of the Data Security Breach shall:
notify the other parties of the Data Security Breach without undue delay; and
provide the other parties without undue delay with such details as that other parties reasonably require regarding:
the nature of the Data Security Breach, including the categories and approximate numbers of affected data subjects and a description of the personal data affected;
the likely consequences of the Data Security Breach; and
any measures taken or proposed to be taken by the notifying party to address the Data Security Breach, including, where appropriate, measures to contain the Data Security Breach and mitigate its possible adverse effects.
The party affected by the Data Security Breach will provide regular updates to the other parties on the progress of its investigation into the Data Security Breach.
The parties shall co-operate in good faith to ensure that such Data Security Breach is appropriately dealt with in accordance with the Data Protection Legislation, including (where applicable) notification to the Information Commissioner’s Office and/or other data protection authority within the timescales required by the Data Protection Legislation.
In respect of any Data Security Breach which the parties consider likely to cause high risk to a data subject, the parties shall cooperate to notify the affected data subjects without undue delay.
Retention and Deletion of Protected Data
Each party shall only retain the Protected Data received from another party under this agreement for as long as reasonably necessary for the purpose set out in Schedule 1 to this agreement, but nothing in this clause 8 shall prevent any party from retaining and processing Protected Data in accordance with any statutory retention periods applicable to that party. 
Claims by data subjects
This clause 9 applies to the extent that the parties are joint controllers, as set out in Schedule 1 to this agreement. 
If a data subject makes a claim for compensation under the Data Protection Legislation against one party (but not the other parties) for damage suffered as a result of processing the data subject’s Protected Data for the Purpose (a “Claim”): 
the party in receipt of the Claim (the “Affected Party”) will promptly notify the other parties of the Claim;
the Affected Party will keep the other parties fully informed of the progress of, and all material developments in relation to, the Claim;
the other parties will provide the Affected Party with full co-operation and assistance in handling the Claim; 
the Affected Party will have sole discretion over conduct of the Claim, but will use reasonable endeavours to consult with the other parties prior to agreeing any compromise or settlement, or making any admission of liability.
If the Claim is successful and results in an award of compensation against the Affected Party, the parties agree that responsibility for the compensation awarded under the Claim shall be apportioned between the parties to such an extent as is just and equitable having regard to each party’s share in the responsibility for the cause which gave rise to the Claim.
If the Affected Party agrees to a compromise or settles a Claim, the parties agree that responsibility for the compensation awarded shall be apportioned between the parties to such an extent as is just and equitable having regard to each party’s share in the responsibility for the cause which gave rise to the Claim provided that the Affected Party consulted with the other party (or parties) prior to the agreement of any such compromise or settlement. 
[bookmark: _Toc78897824][bookmark: _Toc78903855][bookmark: _Toc78897826][bookmark: _Toc78903857]Relevant Authorities and Enforcement/ Court Action
[bookmark: _Hlk162346120]Where one party interacts with the Information Commissioner’s Office or any other relevant data protection authority (whether proactively, for example to review a data protection impact assessment or reactively, for example, in response to an inquiry from the Information Commissioner’s Office or other data protection authority), the other parties will provide such information and assistance as is reasonably required to assist in such interactions. 
In the event that any enforcement action is brought by the Information Commissioner’s Office or any other data protection authority or in the event of a claim brought by a data subject against any party, in both instances relating to the processing of Protected Data, the relevant party will promptly inform the other parties about any such action or claim and will co-operate in good faith with the other parties with a view to resolving it in a timely fashion.  
Changes to the Data Protection Legislation
[bookmark: _Toc78897827]If during the term of this agreement, the Data Protection Legislation change in a way that this agreement is no longer adequate or appropriate for compliance with the Data Protection Legislation, the parties agree that they shall negotiate in good faith to review this agreement in light of the current Data Protection Legislation and amend, terminate and/or replace this agreement as appropriate.
[bookmark: _Toc78897828][bookmark: _Toc78903858]Data Privacy Contacts
Each party will appoint a Data Privacy Contact in relation to the transfer of Protected Data under this agreement. The Data Privacy Contact must be an individual associated with the respective organisation with sufficient knowledge and experience of the Data Protection Legislation so as to be able to take decisions on behalf of that party in relation to this agreement. 
Each party may update its Data Privacy Contact by written notice to the other parties. 
Any notice to be provided under this agreement is to be provided in writing to the relevant Data Privacy Contact(s). For the avoidance of doubt in writing includes email.  
[bookmark: _Toc78897832][bookmark: _Toc78903861]Counterparts
[bookmark: _Toc78897833]This agreement may be executed in any number of counterparts, each of which when executed shall constitute a duplicate original, but all the counterparts together shall constitute one agreement.
[bookmark: _Toc78897834][bookmark: _Toc78903862]Governing Law and Jurisdiction
This agreement and any disputes or claims (including non-contractual disputes or claims) arising out of or in connection with its subject matter or formation shall be governed by and construed in accordance with the law of England and Wales. 
Each party irrevocably agrees that the courts of England and Wales have exclusive jurisdiction to settle any dispute or claim (including non-contractual disputes or claims) arising out of or in connection with this agreement, its subject matter or formation.
[Signature Page Follows]


This agreement is entered into on the date stated at the front of it.	Comment by Rayhaan Vankalwala: BW Note: Please do amend signature blocks to reflect how you would normally execute an agreement.

	Signed for and on behalf of [insert Party name]


________________________ (Name)
Duly Authorised Signatory 


________________________ (Signature)


________________________ (Date)



Signed for and on behalf of [insert Party name]


________________________ (Name)
Duly Authorised Signatory 


________________________ (Signature)


________________________ (Date)



	Signed for and on behalf of [insert Party name]


  ________________________ (Name)
Duly Authorised Signatory 


________________________ (Signature)


________________________ (Date)












Schedule 1
Data Particulars
	Protected Data and the roles of the parties
	The parties will be joint controllers of the following Joint Event Data in relation to attendees of joint events, programmes or other activities carried out by the parties as part of the HLO and/or the [x] Music Hub (including parents or guardians of such attendees):  
· Names (including parent/carer names and student names)
· Contact details (email address, phone number, residential address)
· Date of birth
· Details of whether student has free school meals 
· Details of any additional needs that a student may have
· Emergency contact information (name and contact details)
· Pupil grades 
The parties will be independent controllers of the following Staff Data: 
· Names
· Contact details (email address, phone number)
· Job title 
· Staff pension data
· Staff qualifications and training records
· Staff working schedules
[Please amend supplement this list as required to ensure that it accurately reflects the personal data that the parties will need to share]]

	Special Categories of protected data (if applicable)[footnoteRef:1] [1:  Special categories of personal data include: personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning health or data concerning a natural person’s sex life or sexual orientation. Criminal data includes: personal data relating to criminal convictions and offences.] 

	· Ethnicity; 
· Health information (including medical and allergy information); and 
· Special educational needs and disabilities information         
[Please amend supplement this list as required to ensure that it accurately reflects the personal data that the parties will need to share]]                                  

	Lawful bases for sharing the Protected Data
	· Lawful basis under Article 6 UK GDPR: 
· Processing necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller (Article 6(1)(e) UK GDPR)
· Consent (where required, e.g. in the context of marketing) (Article 6(1)(a) UK GDPR)
· Condition under Article 9 UK GDPR
· Consent 
· Processing necessary for reviewing the existence or absence of equality of opportunity or treatment between groups (Schedule 1, Paragraph 8 Data Protection Act 2018)
[This section may need to be updated if the above rows are also updated.]

	Will the parties share the Protected Data will any other parties (Third Party/Parties)?
(excluding processors)
	· Yes, parties may share personal data with third party music service providers in some cases 
[Please amend supplement as required to ensure that it accurately reflects the personal data that the parties might share] with third parties]                            

	[Insert Party name] Data Protection Contact
	Name: [please enter]
Role: [please enter]
E-mail: [please enter]

	[Insert Party name] Data Protection Contact 
	Name: [please enter]
Role: [please enter]
E-mail: [please enter]

	[Insert Party name] Data Protection Contact 
	Name: [please enter]
Role: [please enter]
E-mail: [please enter]




